
LAST USER

JasonJason
SERIAL NUMBER

C02FN8M4DH2HC02FN8M4DH2H
RAM

4 GB 4 GB (Upgradeable)

OS VERSION

OS X 10.10.5 (14F1713)OS X 10.10.5 (14F1713)

! Malware TestsMalware Tests
2016-08-02 4:52 PM

[2016-04-12] Possible Malware

Found!Support/Firefox/Profiles/34alv89.default/extensions/sea

Active components of malware trigger warnings, supporting

files are listed as well. 

Always check for additional malware, and report undetected

variants when possible.

"

COMPUTER RECORDSCOMPUTER RECORDS

  Accounting Accounting
First reported on 2016-08-02.

Report for Widgets, Inc.
Group created on 2016-08-02.

1010
Computers

$

66
Warnings

"

1515
Expirations

%

1 Error
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LAST USER

Robin BanksRobin Banks
SERIAL NUMBER

C07PP05VG1HWC07PP05VG1HW
RAM

4 GB4 GB

OS VERSION

OS X 10.10.5 (14F1713)OS X 10.10.5 (14F1713)

!

LAST USER

Robin BanksRobin Banks
SERIAL NUMBER

C02HLCCBDV13C02HLCCBDV13
RAM

4 GB4 GB

OS VERSION

OS X 10.10.5 (14F1713)OS X 10.10.5 (14F1713)

!

LAST USER

BeckyBecky
SERIAL NUMBER

C02ML223FH04C02ML223FH04
RAM

16 GB16 GB

OS VERSION

OS X 10.9.3 (13D65)OS X 10.9.3 (13D65)

!

LAST USER

AllisonAllison
SERIAL NUMBER

C02HC12HDV10C02HC12HDV10
RAM

12 GB 12 GB (Upgradeable)

OS VERSION

OS X 10.9.5 (13F1134)OS X 10.9.5 (13F1134)

!

  Admin Admin
First reported on 2016-08-02.

  CEO Laptop CEO Laptop
First reported on 2016-08-02.

  Design 1 Design 1
First reported on 2016-08-02.

  Design 2 Design 2
First reported on 2016-08-02.

All Clear

All Clear

All Clear

All Clear
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LAST USER

ScottScott
SERIAL NUMBER

D25HD71HDHJWD25HD71HDHJW
RAM

12 GB 12 GB (Upgradeable)

OS VERSION

OS X 10.9.5 (13F1603)OS X 10.9.5 (13F1603)

!

LAST USER

MorrisMorris
SERIAL NUMBER

C07HJ28MDJD1C07HJ28MDJD1
RAM

16 GB16 GB

OS VERSION

OS X 10.9.3 (13D65)OS X 10.9.3 (13D65)

!

LAST USER

ReceptionReception
SERIAL NUMBER

W88360G1ZE4W88360G1ZE4
RAM

4 GB 4 GB (Upgradeable)

OS VERSION

OS X 10.11.4 (15E65)OS X 10.11.4 (15E65)

" Malware TestsMalware Tests
2016-08-02 4:52 PM

[2016-04-12] Possible Malware Found! 

Advanced Mac Cleaner:

advancedmaccleaner[.]com/help/#collapse8

Files found: 

/Applications/Advanced Mac Cleaner.app

Genieo: http://www.thesafemac.com/arg-genieo/

Files found: 

/Applications/WebShoppers

ShoppyTool: macshoppytool[.]com/about/FAQ/#uninstall

Files found: 

/Users/Reception/3166.sh

#

  Design 3 Design 3
First reported on 2016-08-02.

  Legal Team Legal Team
First reported on 2016-08-02.

  Reception iMac Reception iMac
First reported on 2016-08-02.

All Clear

All Clear

2 Errors
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ZipCloud: supportzipcloud[.]com/question/110/how-do-i-

uninstall-zip-cloud

Files found: 

/Applications/ZipCloud.app

ZipDevil: zipdevil[.]com/uninstall.html

Files found: 

/Applications/Zip Devil.app

Active components of malware trigger warnings, supporting

files are listed as well. 

Always check for additional malware, and report undetected

variants when possible.

! Time MachineTime Machine
2016-08-02 4:52 PM

Days allowed between Time Machine Backups: 3. 

Defined Destinations: 

Destination Name:Backup 

Backup Path: Not Specified 

Latest Backup: 2015-12-16 09:22 AM

Status: Not Running

Back up while on battery power: True 

Notify after old backups are deleted: False 

Most recent Time Machine backup was completed to

"BackupDrive" at 2015-12-16 09:22 AM

WARNING: Time Machine has not completed a backup in 18

days!
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LAST USER

adminadmin
SERIAL NUMBER

C07HD0JEDKDJC07HD0JEDKDJ
RAM

16 GB16 GB

OS VERSION

OS X 10.8.5 (12F45)OS X 10.8.5 (12F45)

! Time MachineTime Machine
2016-08-02 4:52 PM

Days allowed between Time Machine Backups: 3. 

Latest Backup: 2016-02-10 02:04 AM

Status: Not Running 

Most recent Time Machine backup was completed to

"ServerTimeMachine" at 2016-02-10 02:04 AM

WARNING: Time Machine has not completed a backup in 12

days!

"  Server Server
First reported on 2016-08-02. 1 Error
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LAST USER

AllisonAllison
SERIAL NUMBER

VMWVk2ZTRFVMWVk2ZTRF
RAM

2 GB2 GB

OS VERSION

OS X 10.9.5 (13F1112)OS X 10.9.5 (13F1112)

! Maintenance activity logMaintenance activity log
2016-08-02 4:52 PM

Last time background routines ran was over a month ago:

2016-01-01 02:14:06 CST 

Last time loginwindow routines ran was over a month ago:

2015-12-31 03:31:36 CST

More details in Gruntwork at: 

https://demo.mac-msp.com/hosts_view.php?SelectedID=91

! Time MachineTime Machine
2016-08-02 4:52 PM

Days allowed between Time Machine Backups: 7. 

Defined Destinations: 

Destination Name: DevTimeMachine 

Backup Path: Not Specified 

No snapshot recorded.

Status: Not Running

Back up while on battery power: True 

Notify after old backups are deleted: True 

Most recent Time Machine backup was completed to

"DevTimeMachine" at 2015-04-05 03:56 PM

WARNING: Time Machine has not completed a backup in 372

days!

"  Widget Testing Widget Testing
First reported on 2016-08-02. 2 Errors
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LICENSE KEYLICENSE KEY
robinbanks@widgetsincco.com

EXPIRATION DATEEXPIRATION DATE
Current

RENEWABLERENEWABLE
Yes

WARRANTY STATUSWARRANTY STATUS
Out Of Warranty !

EXPIRATION DATEEXPIRATION DATE
2013-04-20 

ESTIMATED PURCHASEESTIMATED PURCHASE
2012-04-20

WARRANTY STATUSWARRANTY STATUS
Out Of Warranty !

EXPIRATION DATEEXPIRATION DATE
2009-09-09 

ESTIMATED PURCHASEESTIMATED PURCHASE
2008-09-09

LICENSE KEYLICENSE KEY
robinbanks@widgetsincco.com

EXPIRATION DATEEXPIRATION DATE
Current

RENEWABLERENEWABLE
Yes

WARRANTY STATUSWARRANTY STATUS
Out Of Warranty !

EXPIRATION DATEEXPIRATION DATE
2013-06-10 

ESTIMATED PURCHASEESTIMATED PURCHASE
2012-06-10

EXPIRATIONSEXPIRATIONS

Backblaze - Cloud Backup Backblaze - Cloud Backup | Server

AppleCare AppleCare | Server

AppleCare AppleCare | Reception iMac

Backblaze - Cloud Backup Backblaze - Cloud Backup | Legal Team

AppleCare AppleCare | Legal Team

ExpiredExpired

ExpiredExpired

ExpiredExpired
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WARRANTY STATUSWARRANTY STATUS
Out Of Warranty !

EXPIRATION DATEEXPIRATION DATE
Unknown

ESTIMATED PURCHASEESTIMATED PURCHASE
Unknown

WARRANTY STATUSWARRANTY STATUS
Out Of Warranty !

EXPIRATION DATEEXPIRATION DATE
2013-04-12 

ESTIMATED PURCHASEESTIMATED PURCHASE
2012-04-12

LICENSE KEYLICENSE KEY
robinbanks@widgetsincco.com

EXPIRATION DATEEXPIRATION DATE
Current

RENEWABLERENEWABLE
Yes

WARRANTY STATUSWARRANTY STATUS
Out Of Warranty !

EXPIRATION DATEEXPIRATION DATE
2013-05-24 

ESTIMATED PURCHASEESTIMATED PURCHASE
2012-05-24

WARRANTY STATUSWARRANTY STATUS
Out Of Warranty !

EXPIRATION DATEEXPIRATION DATE
2016-07-17 

ESTIMATED PURCHASEESTIMATED PURCHASE
2015-07-17

AppleCare AppleCare | Design 3

AppleCare AppleCare | Design 2

Backblaze - Cloud Backup Backblaze - Cloud Backup | Design 1

AppleCare AppleCare | CEO Laptop

AppleCare AppleCare | Admin

ExpiredExpired

ExpiredExpired

ExpiredExpired
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WARRANTY STATUSWARRANTY STATUS
Out Of Warranty !

EXPIRATION DATEEXPIRATION DATE
2012-05-11 

ESTIMATED PURCHASEESTIMATED PURCHASE
2011-05-11

LICENSE KEYLICENSE KEY
0711-76BN-ZPR4-K175-JJ9V

EXPIRATION DATEEXPIRATION DATE
2016-03-14 

RENEWABLERENEWABLE
Yes

WARRANTY STATUSWARRANTY STATUS
AppleCare Protection Plan !

EXPIRATION DATEEXPIRATION DATE
2017-05-13

ESTIMATED PURCHASEESTIMATED PURCHASE
2014-05-13

REMAINING WARRANTYREMAINING WARRANTY
9 months, 1 week, and 4 days

LICENSE KEYLICENSE KEY
0711-76BN-ZPR4-K175-JJ9V

EXPIRATION DATEEXPIRATION DATE
2020-01-22

RENEWABLERENEWABLE
Yes

LICENSE KEYLICENSE KEY
0711-76BN-ZPR4-K175-JJ9V

EXPIRATION DATEEXPIRATION DATE
2020-01-22

RENEWABLERENEWABLE
Yes

AppleCare AppleCare | Accounting

Lightspeed - OnSite Lightspeed - OnSite | Widget Testing

AppleCare AppleCare | Design 1

Lightspeed - MultiStore-Reseller Lightspeed - MultiStore-Reseller | Widget Testing

Lightspeed - MultiStore Lightspeed - MultiStore | Widget Testing

ExpiredExpired

ExpiredExpired
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